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PRESS RELEASE
RFID solutions as effective means against counterfeit products
Graz-based technology experts RF-iT Solutions and the German IT security expert secunet develop a price-efficient RFID security system for trademark protection and authentication
(Graz/Essen, May 2008) – Industry is increasingly suffering from counterfeit products, with financial losses rising continuously. The textile industry, for instance, has experienced a loss in revenue of approx. 22% as a result of counterfeit products. In the pharmaceutical industry some 8% of the revenue is lost due to product piracy. In addition to the economic damage, fake products may be life-threatening or even fatal when medication is produced using inferior-quality agents, or when faulty plagiarism brake pads are built into vehicles. Counterfeit products may also lead to permanent and irreparable damage to the reputation of a brand name, whose financial losses are difficult to measure. The problem affects not only manufacturers, but it is also increasingly difficult for retailers and consumers to determine whether a product offered and purchased is authentic, the name stands for quality and justifies the price paid.
Finding verifiable alternatives

Radio frequency identification (RFID) makes it possible to record, track and control a product flow without contact and via radio – a technology, which has been implemented successfully in the logistics of many industries. It has proven to be an efficient protection against theft and also offers numerous advantages for authenticity protection. The Graz-based technology experts RF-iT Solutions and the German IT security experts of secunet Security Networks AG have launched the joint development and marketing of a price-efficient RFID security system for trademark protection and authentication. secunet is an experienced project partner in consulting and the integration of IT security solutions, while RF-iT Solutions provides flexible operational environments for RFID solutions and offers comprehensive technology consulting. 
“Objects must receive authenticity features whose origin is verifiable, for instance for the retailer or end consumer, even without contact with the manufacturer. The RFID technology offers a proven and tested approach to solving this issue”, says Thomas Stürznickel, business unit manager of Business Security at secunet. The challenge for the general market is to link a high level of security with inexpensive RFID tags, i.e. those media which store the information regarding the actual origin of a product. In so-called “open systems”, i.e. where authenticity must be verifiable remote from a background system of the manufacturer, active authentication is employed using a digital signature. The signature of an unequivocal feature is stored on an RFID tag in a trustworthy environment, for instance with the manufacturer. The customer has the possibility to read the signature, thus verifying the authenticity of the product. 
Software platform guarantees flexible use
You-R® SECURITY, a solution based on the globally leading RFID-OPerating-ENvironment 
You-R® OPEN and developed by the Graz-based technology expert RF-iT Solutions, offers a series of advantages for the authenticity protection of products. “With You-R® SECURITY solutions, the authenticity of a product can be verified offline. On the basis of You-R® OPEN, users and manufacturers can work independent of the technology used (HF- or UHF) and utilize the respective optimum combination of components. In addition, high flexibility is guaranteed as the generation and recording of certificates of authenticity works with different company IT systems”, explains Dominik Berger, Managing Director of RF-iT Solutions. 

About secunet Security Networks AG

secunet Security Networks AG ranges among the leading European service and product providers in the area of highly complex IT security solutions: The company has protected electronic information for 10 years. Its clientele comprises the public sector, international organizations and private-sector companies. About 250 highly qualified and experienced employees in the divisions High Security (SINA), Government, Business Security and Automotive develop optimum solutions for the individual IT security requirements of the secunet customers, ranging from counseling on the product selection, to integration and training. 
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About RF-iT Solutions GmbH

RF-iT Solutions GmbH, Graz, Austria, a company operating in the area of RFID software and services, was established in 2005 through a management buy-out of the “RFID Software and Solutions” business unit of Infineon AG. RF-iT Solutions is the market leader in the strategic segments of the fashion and the automotive industries. The company provides RFID middleware and technology consultancy, devising comprehensive communications solutions to link together business processes, RFID technology and IT. With a staff of 25, the company focuses on the marketing and continued development of You-R® OPEN, a scalable Auto-ID software product and the world’s leading RFID operating environment, which serves as a platform for system integrators, software manufacturers and operators. RF-iT Solutions provides system integrators with comprehensive technology consulting, serving them as a technical backbone, so that business processes that have been optimized in theory will also work when implemented in practice. In combination with the knowledge of industry experts, You-R® OPEN enables partners to provide global RFID solutions quickly, with the necessary expertise, thus allowing them to focus on added value for their customers. At its location in Graz, the company operates the „RFID/EPCglobal Test Center” for customer-specific RFID tests in cooperation with GS1. The company was awarded the valued European Auto-ID Award in the category of RFID in 2006 for the convincing features of You-R® OPEN, including its functionalities and capacity for integration; it also received the German Innovation Award in 2007. 
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